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USING THE RESEARCH PROGRAM GUIDE TC "USING THE RESEARCH PROGRAM GUIDE" \f C \l "1" 
The abstracts listed in the FY07 Research Program Guide are current as of November 2006.  The abstracts in this guide are designed to help you submit a successful research proposal and are formatted as follows:

Organization.  Each abstract is written in the form of a Topic, Question or task, and may contain Follow-up Questions for elaboration upon the intent behind the primary question.  The abstracts are divided into the following categories: CBRNE; Cyber Security; Education and Training; Information Sharing; Interagency Coordination; International Cooperation; Medical; Process Management; Operations; Policy; Maritime Security; and Threat.  In addition, the topic may have a point of contact from the originating office.
Abstract Number.  The abstracts are all assigned an abstract number, which immediately precedes the Topic Title.  The abstract numbers use the following format: x-xx, and are assigned to facilitate administrative identification of the topic.  Use this number on all correspondence regarding the abstract of interest to you.  If you propose to modify an abstract or combine two or more abstracts, please refer to your project by the number(s) of the abstract(s) that most closely correspond(s) to your research proposal.  The attached abstracts are topics coordinated and approved by NORAD-USNORTHCOM (N-NC), the sponsoring organization.  If you would like to do research on a topic that is not listed but you believe should be covered, please submit a proposal to HSDEC for coordination and approval by N-NC.  This may be especially appropriate for those potential researchers who have specific expertise in any of the topical areas of interest identified below.
Point of Contact (POC):  Person in the sponsoring office that can be contacted for clarification of questions regarding the research topic.

Priority.  The importance assigned an abstract by the sponsoring organization.  Priority 1 is the highest priority, Priority 2 is high priority, and Priority 3 is medium priority.  Priority 1 topics have the greatest potential for funding.  The priority of the proposed topic will be the most important criterion in the evaluation and selection of research proposals.
Key Terms.  The research guide does not contain an index.  The electronic version of this guide, which can be found on the HSDEC homepage, allows you to search for key terms or any word in the text.



SUBMITTING A RESEARCH PROPOSAL TC "SUBMITTING A RESEARCH PROPOSAL" \f C \l "1" 
Eligibility. The following categories of individuals are normally eligible for HSDEC research funding: 

1) students or faculty from HSDEC charter member institutions; 

2) military and most civilian faculty, staff, and students at the military academies, intermediate service schools, senior service schools, and military degree-granting institutions; 

3) students and faculty from HSDEC associate member institutions pursuing charter membership;

4) research partners operating under a formal Cooperative Research and Development Agreement (CRADA).  

HSDEC will not normally fund those from non-member institutions.
Students must have a faculty sponsor from an HSDEC member institution to oversee the research and writing process, and to facilitate completion and submission of the agreed project in accordance with appropriate academic standards.  

Research Teams.  More than one researcher may work on a single project.  Moreover, HSDEC highly encourages multidisciplinary collaboration.  All team members should be included in the original research proposal.
Funding.  HSDEC funding is designed to assist researchers conduct primary research on their topic (interviews, site visits, archival research, etc.).  HSDEC funding will be granted to cover legitimate research expenses, such as travel expenses and related costs, materials, or other research-related expenses.  In addition, each civilian project will receive a moderate honorarium, graduated to the experience level of the researcher. Honoraria will only be offered to government or military personnel upon certification of compliance with applicable ethics regulations from their assigned unit or organization.  Undergraduate student honoraria will be $1000, graduate student honoraria will be $2000, and faculty honoraria may be as high as $5000 in order to facilitate any appropriate course load buy-down.  Researchers must provide travel receipts to document actual expenses incurred in the course of completing the research project. Determination of reasonable travel expenses will be based upon the official government travel and per diem rates for specific locations as listed in US government travel regulations.  HSDEC does not award unrestricted block grants.  HSDEC does not pay salaries, or for computer purchases, capital equipment costs, and books.  More specific details on the mechanics of funding will be provided to you if your proposal is selected for funding.

Deadlines.  The first round of selected research awards will be announced by February 9, 2007.   Application received prior to January 31, 2007 will be considered in this first round.  A second round of application reviews will be conducted through March 31, 2007, with awards being announced as soon as is practicable following selection board meetings. In the future, as the HSDEC research program matures, round one deadline will occur in October, with round two deadline expiring in January.  HSDEC will consider proposals received after March 31, but all available HSDEC research funds may already be committed by that time.

HSDEC Homepage.  The HSDEC Homepage (http://www.hsdec.org ) contains the most complete and up-to-date information on abstracts and submission procedures.  

Proposal Submission Procedure.  Research proposals will be submitted electronically using the online utility on the HSDEC Homepage. The online proposal application will include a consent declaration to: abide by proposed deadlines and reporting requirements; facilitate verification of student status or faculty employment; facilitate security background checks as necessary; ensure respect for and security of any proprietary information encountered in the course of research;  and to recognize and abide by intellectual property limitations that follow from government funding.  The most important part of the proposal is the definition of scope that you propose to accomplish in the course of your research.  It is not expected that each proposal will attempt to address the entirety of any given topic, as many of the topics are very broad in their scope.  Provide a concise, tightly focused description of what portion of the topic you propose to answer, method to be employed, and the expected benefit to be gained from your finished project.  Second in importance is the proposed budget.  Be as comprehensive as you can be for a proposal.  Submissions will be subjected to a cost-benefit evaluation during the review process.  The most successful proposals will be those with a clear, well-defined scope, significant benefit, and a reasonable cost.  The essential elements of information required for the proposal are as follows:
1.  Researcher:  (Name, address, email address, phone number, and fax number of principal researcher) 

2.  Topic:  (Title of research proposal)

3.  Project Summary:  This is the most important part of the application. Please be as specific, yet concise, as possible.

a. Abstract number and priority tier as listed in this Research Guide 

b. Project’s significance and specific policy relevance 

c. Research objectives 

d. Methods to be employed 

e. Planned use of the results (publication, policy implementation, etc.)

4.  Researcher Qualifications and Status:  Provide relevant information on the personal qualifications of each researcher, including academic background and research experience.  Also indicate DoD employment status (active duty, reserve/guard, civil service, accepted service, etc.), if applicable.  

5.  Prior Results:  List any previous research grants you have received and provide a summary of completed work, applicable publications, etc.  Also, provide any background information that will help the selection committee better understand your proposal. 

6.  Contribution to Homeland Security Policy, Education and/or Training:  Explain student participation or other educational benefit in or from the project.  State if and how the project will benefit Homeland Security education and/or training efforts.  Note: Faculty members are encouraged to solicit student participation in research projects when possible.
7.  Budget:  This section should be as detailed as possible and must include the following:

a.  Travel:  Purpose, location, length of stay, and estimated cost (from the Joint Travel Regulation) of each trip, including conference attendance. 

b. Materials: non-durable goods that will be expended in the accomplishment of the research project.

c.  Other:  Any other anticipated expenses.

Note: It is helpful to the selection committee to include a total amount requested in the proposed  budget as well as an acceptable partial funding amount should the committee warrant funding your proposal, but not have sufficient  funds available to fully fund your request.
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Winning HSDEC research funding is a competitive process.  A Selection Committee composed of the HSDEC staff and representatives from the sponsoring organization will evaluate your proposal for its quality, likely contribution to policy making, and utility to homeland security education.  Factors considered in the selection process include:

· Topic priority   

· Quality of anticipated research
· Usefulness to sponsor

· Identification/development of new trends
· Educational benefits (process and product)
· Novel perspective or approach 
· Policy influence/publication potential

· Interdisciplinary team mix
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Research Process.  Upon your selection for an HSDEC research award, you will receive a proposal acceptance letter.  The proposal acceptance letter is your authorization to perform officially sanctioned research on your topic.  Please carry your letter with you when performing research and refer to it as required should questions arise.  Each researcher is responsible for all the details of their research trips (making travel arrangements, lodging reservations, setting up interviews, obtaining home unit permission to travel and travel orders, obtaining country clearances, etc.).  Coordinate with HSDEC before deviating significantly from the research plan approved in your research proposal.

Outlays.  An initial and partial disbursement will be sent to you within two weeks of the start date for your research to cover proposed expenses.  Final payment, with any applicable honorarium, will be sent upon receipt of your completed project.  Coordinate interim reimbursements for expenses with the HSDEC staff.  Send original receipts for all travel and other expenses (remember to keep a copy for yourself) showing how much award money you have spent to Dr. Robinson or Mr. Eitnier at HSDEC as soon as possible during the term of your research project. 

Required Reports.  Each funded project must have a principal researcher.  The principal researcher is responsible for deadlines, control of grant money, contact with the HSDEC staff, and topic POC, as applicable, during the study, and completion of the following reports (to be submitted to HSDEC as specified below):

Research Design/Plan.  A written outline of your research plan - specifically your expanded topic definition, detailed research objectives, plan and sources for how you are going to fulfill those objectives.  The research design plan is due within 60 days following receipt of your proposal acceptance letter.
Spending and Status Update.  Provide HSDEC with a status report on your research progress and on your expenditures to date, adjustments to proposed costs, and estimate to complete your project no later than July 31, 2007 in order to allow re-allocation of unspent funds.
Administrative Report.  A written summary of how your grant money was spent (to include any final original expense receipts), persons and places you visited, presentations you made, and articles you wrote in conjunction with the research project.  Also include an address and phone number where you can be reached following the completion of your project.  Submit this report no later than your proposed completion date unless otherwise coordinated with HSDEC.

Research Report.  The primary product from your project is a detailed paper describing your research results.  Submit an electronic copy.  Whenever possible, prepare this document using Microsoft Word and use the sixth edition of Kate L. Turabian’s A Manual for Writers of Term Papers, Theses, and Dissertations as your style manual.  In particular, your citations should be formatted according to Turabian and listed as endnotes rather than footnotes or parenthetical references.  Submit your final product for security and policy review, as applicable, according to your local procedures, and forward a copy of any required final clearance to HSDEC.  The completed report is due no later than your proposed completion date, unless otherwise coordinated with HSDEC.  Please include a 150-200 word abstract with your report.

Research Presentation:  Prepare a brief, 15 minute, presentation of your research findings to be delivered at an HSDEC conference or workshop, or to be presented to the sponsoring organization.
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For additional information about HSDEC, assistance preparing a research proposal, or administrative questions about research awards, please contact the HSDEC staff.

Dr. Houston H. Polson, GS-14, DAFC
Deputy Division Chief, Education and Training
Chair, Homeland Security and Defense Education Consortium (HSDEC)
NORAD-USNORTHCOM J72
250 Vandenberg St, STE B016
Peterson AFB, CO 80914-3813
Comm: 719-554-7182
DSN: 692-7182
Work Cell: 719-331-5627
Fax: 719-554-6250
houston.polson@northcom.mil
Dr. Lance Robinson


Mr. Mike Eitnier
Battelle Homeland Security Education Team Lead 
Battelle Homeland Security Education Coordinator
Phone: (719) 622-8970 


Phone: (719) 622-8971
robinsonl@battelle.org


eitnierm@battelle.org
360 North Wooten Rd, Ste 203

Colorado Springs, CO 80916

Fax: (719) 572-9003
FY 2007 Research Topics TC "FY 2007 Research Topics" \f C \l "1" 
Chemical, Biological, Radiation, Nuclear, and High-Yield Explosives (CBRNE) TC "CBRNE" \f C \l "2" 
3-22 Topic Title: CBRNE detection capability shortfalls for maritime threats.
Question: What are the shortfalls and potential solutions for detection and destruction of clandestine, CBRNE weapons and materials?

Follow-up Question:

1. Recommend standards and measures for detection capabilities.

2. Propose technology solutions which are non-intrusive and  non-destructive.

3. Study legal and Doctrine, Organization, Training, material, Leadership and Education, Personnel, and Facilities (DOTMLPF) implications of recommended solutions.

4. Recommend standards and measures for destruction capabilities.

5. Produce methods that allow us to disable weapons at a distance and minimize collateral damage.

6. Study legal and DOTMLPF implications of recommended solutions.

POC: Mr. Mal Johnson, N/NC IC Futures Group, (719) 554-8042

Priority: 2

Key Terms: 
4-18 Topic Title: CBRNE Capabilities-Based Strategic Risk Assessment
Question:  What is a useful framework for understanding and evaluating the CBRNE threat from a red force (adversary’s) capabilities perspective?    

Follow-up Questions:  

1. What are the differences between capabilites-based and threat-based assessments?

2. Which type of assessment offers the best analysis in current/future operating environments? 

3. What are the key dimensions/attributes for measuring risk, and how should they be defined and measured?

4. What research methodology would produce a confident assessment for planning purposes?

5. How would/should a strategic risk assessment affect policy formulation and resource allocation?

Point of Contact: Dr. Ron Scott, N/NC IC, (719) 554-0849

Priority: 1
Key Terms:  Capabilities-based

5-04 Topic Title:  International Border Implications for CBRN

Question:  CBRN events are not confined to a given “bordered” area.  What are the constraints to NORAD / NORTHCOM interactions across international borders (both Mexico and Canada) and how might they be addressed (legal, international, treaty, physical)? 

Follow up Question(s):

1. What are the Homeland Defense (HLD) / Homeland Security (HLS) implications of each border, both from US

1. to the other nation, and from the other nation to the US? 

2. Maritime (coastal) areas (including Great Lakes)?
Point of Contact:  NORAD / J33N //Joint Task Force-North (JTF-N) (LTC Dickerson / Mr. Greg Playle. Lt Col Gwen Baker)

Priority:  3
Key Terms:  International borders, constraints

Cyber Security TC "Cyber Security" \f C \l "2" 
3-27 Topic Title: Automated Data Filtering    

Question: How can automated data filtering be used to build the knowledge support systems used by NORAD/USNORTHCOM decision makers? 
Follow-up Questions:  

1. How should we condense massive data streams into manageable and operationally relevant products decision makers can use to accomplish Homeland Security and Homeland Defense missions?

2. What is a solution that will effectively filter, sort, analyze and transform inputs into prioritized outputs for decision makers?

Point of Contact: Maj Rob Peterman, N-NC J632, DSN 692-4922, Comm 719-554-4922 

Priority: 2
Key Terms: data filter, information management, data sort, analyze, J6

  

5-06 Topic Title: Cyber Defense

Question: What should DoD be prepared to do in response to a cyber attack?

Follow-up Questions:  

1. What types of cyber attacks will have an impact on DoD and specifically USNORTHCOM?  

2. In the Defense Support to Civil Authorities (DSCA) role, what support can USNORTHCOM provide to civil authorities to respond and recover from cyber attack?What would be the effect of a cyber attack on the internet structure as a precursor to hostile kinetic action elsewhere?    

Point of Contact:  Rich Affeld --USNORTHCOM/J39, 4-1589 

Priority:  3
Key Terms: National Cyber Response Options, Critical Infrastructure Protection, cyber defense, government responsibility for commercial infrastructure, cyber economy 
Education and Training TC "Education and Training" \f C \l "2" 
3-29 Topic Title: Support to a National Homeland Security Exercise Program    

Question: How can we best encourage federal, state and local governments to participate more fully in appropriate exercises?  
Follow-up Questions:  

1. Identify the exercises being conducted.

2. Who are the key players and at what capacity/frequency can they be expected to participate?

3. What State and local players should be engaged most frequently and what is the priority by State? 4. What funding is available and how can it be ‘fenced’ for State (all levels) participation in a national exercise program?5. What is required for USNORTHCOM implementation (i.e. budget, scheduling, policy, training, non-DoD coordination, etc.)?  

1. 6. Assist state and local governments in deconflicting multiple exercises.

2. 7. What is the most effective means for collecting and incorporating non-DoD input for exercise Master Scenario Events Lists (MSEL)? 
Point of Contact: Dr. Dave Gray, N/NC J7, (719) 554-7181

Priority:1
Key Terms:  Exercises, Interagency, Coordination, Participation

3-31 Topic Title: Homeland Defense and Defense Support to Civil Authorities (HLD & DSCA) Curriculum Content    

Question:  What is the education and training curriculum content of the subject of HLD & DSCA? 

Follow-up Questions:  

1. Survey and compare the Homeland Defense/Homeland Security curricula.

2. What are the competencies and best practices for HLD/HLS?

3. What are the standards for curriculum content for the discipline of HLD & DSCA?

4. How can HLD & DSCA curriculum content best be identified?

5. What research methodologies and approaches can be used to refine HLD & DSCA curriculum content?  

6. How should HLD & DSCA courses be structured?

7. What is the appropriate balance of HLD & DSCA courses? 

8. How are the curriculum, instruction and assessment aspects of HLD & DSCA courses best served?  

Point of Contact: Dr. Dave Gray, N/NC J7, (719) 554-7181

Priority:1
Key Terms:  Education and Training, Curriculum, Instruction, HLD & DSCA subject matter content 

3-32 Topic Title: Homeland Defense and Defense Support to Civil Authorities (HLD & DSCA) Courses    

Question:  What constitutes the appropriate combination of HLD & DSCA courses?

Follow-up Questions:  

1. How should HLD & DSCA courses be structured?

2. What is the appropriate balance of HLD & DSCA courses? 

3. How are the curriculum, instruction and assessment aspects of HLD & DSCA courses best served?  

Point of Contact: Dr. Dave Gray, N/NC J7, (719) 554-7181

Priority:2
Key Terms:  Education and Training, Curriculum, Instruction, HLD & DSCA subject matter content 

4-22 Topic Title: Homeland Defense and Defense Support to Civil Authorities (DSCA) Curriculum Content    

Question:  What are the optimum education and training offerings for HLD & DSCA?

Follow-up Questions:  

1. Survey and compare the Homeland Defense/Homeland Security education and training offerings.

2. What are the competencies and best practices required for HLD/HLS personnel?

3. What is the optimum approach for determining the content and structure for HLD & DSCA offerings?

4. Should standards for the curriculum content HLD & DSCA offerings be established?

5. What research methodologies and approaches can be used to refine HLD & DSCA offerings? 

6. How should HLD & DSCA programs be structured?

7. How are the curriculum, instruction and assessment aspects of HLD & DSCA education and training programs best served?  

Point of Contact: Dr. Stan Supinski, N/NC J7, (719) 554-7181

Priority: 2
Key Terms:  Education and Training, Curriculum, Instruction, HLD & DSCA subject matter content

5-32 Topic Title:  Knowledge Management for Command Decision Making in Disaster Management

Question:  In disaster management, what is the best way to assimilate information, synthesize, prioritize, and manage dynamic knowledge to provide the decision maker with germane information for decision making under stress?  

Follow-up questions:  

1. How can expert systems be used to assimilate information?
2. How does this action contribute to a common operating picture?  

3. How can this action help to identify “missing” information?  

4. How could this action enhance intergovernmental relations, public-private sector relations, and international relations?    

Point of Contact:  Marilyn Cobb Croach, PHLD, N/NC ICF (719)554-4610

Priority: 1
Key Terms:  Information management, Intergovernmental Relations, Public-private Partnerships, International Relations, Collaboration
5-24 Topic Title: Emerging/new education requirements for NORTHCOM AOR   

Question:  What PME is required for the National Guard to meet Joint/Interagency deficiencies against emerging Homeland Defense and Civil Support missions?    

Follow-up Questions:  

1. Can the requirements be included in the current JPME courses?

2. Should the responsibility for the training rest with the Joint Interagency Training Center? 

3. How can this requirement be funded?

Point of Contact: Maj Dave Mott, N/NC J8, (719) 554-4439

Priority: 2
Key Terms:  JPME, Joint Interagency Training Center, National Guard

Information Sharing TC "Information Sharing" \f C \l "2" 
3-26 Topic Title: Information Sharing    

Question:   How could NORAD/USNORTHCOM facilitate the cultural change from “need to know” to  “need to share”?  

Follow-up Questions:  

1. What could be some procedural solutions for better information sharing within and outside of the DoD? Is the nature of the threat too broad and diverse for the human resources available (both military and civilian)?
2. What are possible legal or cultural roadblocks with sharing information between agencies and the DoD that may impede senior level decision-making?
3. Do current Information Assurance models support the information sharing paradigm?  Current DoD Information Assurance/information sharing paradigm of “need to know”  relies on the Bell-Lapadula model for enforcing security (no read up, no write down). Should the model be altered or modified to meet the “need-to-share” paradigm?  Are there other models, such as Biba's, Dion's or Clark-Wilson, that may be more appropriate?
4. How can we maintain assured, seamless, and interoperable voice, video, and data connections with coalition and interagency partners across security domains? 

Point of Contact: Keith Snook, N-NC ISG, DSN 692-1062, Comm 719-554-1062

Priority: 1
Key Terms:  Information Sharing, Senior Level Decision Making, HLS/D standards, J6, need to share, interoperability,  

3-30 Topic Title: Homeland Defense and Homeland Security Information Sharing    

Question:  What are the most effective vehicles for establishment of a Homeland Defense/Homeland Security repository of reference material/documents and lessons learned? (combined with N/NC J6, N/NC IC) 

Follow-up Questions:  

1. What provisions must be established for classified information? 

2. Is there benefit (and to what extent) to expanding this repository internationally?

3. What is the appropriate content of the repository? 

Point of Contact: Dr. Dave Gray, N/NC J7, (719) 554-7181

Priority: 2
Key Terms:  References, Lessons Learned, Education and Training

4-07 Topic Title: Governmental Interagency Communications Sharing/Integration
Question:  How can NORAD/USNORTHCOM effectively communicate with the various Lead Federal Agencies acting under the Federal Response Plan, in the event of a national disaster?   
Follow-up Questions:  

1. What are the methods of communication used by the various Federal agencies?

2. Which of these systems are interoperable or incompatible with each other?

3. How can dissimilar and disparate communications systems be integrated or utilized for effective Homeland Defense communications?

4. What should be the primary uses of wireless communications for emergency responder.

5. How can NORAD/USNORTHCOM effectively utilize non-government amateur communication systems to support national communications in the event of a national disaster?

6. What approaches have other Homeland Security entities used to resolve the integration of interagency communications?

7. How do the 9-11 commission report recommendations relate to the integration of Department Of Defense and first civilian responders communications.
Point of Contact: Dan Petitt, N/NC J633, (719) 554-6218

Priority: 1
Key Terms:  Communications, Homeland Security, national disaster, wireless, communications integration, Federal Government interagency cooperation, NORAD/USNORTHCOM, 9-11 commission

5-07 Topic Title:  Enhancing USNORTHCOM Information Sharing Tactics, Techniques and Procedures (TTPs) with Civilian Authorities

Question:  What are some of the areas and their processes (policies, procedures, technology) where USNORTHCOM can improve information sharing with federal, state, and local emergency response agencies to ensure real-time command and control and situational awareness is maintained? 

Follow-up Questions:  

1. In what circumstances should DoD become the Lead Federal Agency (LFA)?

2. What types of laws need to be put in place or amended for this to occur?  

3. From a technical perspective, what types of technologies should be pursued and what is their level of interoperability? 

Point of Contact: LTC Olen Kelley, N/NC J6, (719) 554-5271

Priority: 1
Key Terms:  Information sharing, policies, procedures, FEMA

International Cooperation TC "International Cooperation" \f C \l "2" 
5-09 Topic Title:  Canada – U.S. Enhanced Military Cooperation/Defense Relationship

Question:  How do we begin to develop the architecture to implement the Security and Prosperity Partnership of North America (SPP)?

Follow-up Questions:

1. What is the optimal security relationship between the US and Canada?

2. What is the best vehicle to formalize that relationship?

3. What cooperative defense structure best operationalizes that relationship?

4. How do the answers to follow-up questions 1-3 impact the eventual addition of Mexico?

Point of Contact:  Dr. Biff Baker, N-NC/IC, 719-554-7614//Mr. Mike Hanyok, NC J31, (719) 554-3758

Priority:  3
Key Terms: Canada, United States, Defense, Security and Domain Awareness

Interagency Coordination TC "Interagency Leadership" \f C \l "2" 
4-26 Topic Title: Interagency Integration Processes for Mortuary Affairs (MA).    

Question:  What is the most effective method to rapidly integrate Federal Interagency MA assets with local responder MA organizations?   
Follow-up Questions:  

1. How do we map comparative units/individuals  to effectively integrate military capabilities into federal and local units with MA missions? 

2. What is the best methodology and/or metrics to provide comparisons between military, federal, and local MA capabilities (e.g DOTLMP-F)? Provide comparisons for MA using this methodology.

3. Does the current inability to accurately map capabilities result in inefficiencies with sourcing military support? If so, then to what extent? Are there recommendations for more efficient structures to enable better integration capabilities?

4. Can the use of MA trained augmentees or modularized MA units provide more effective support?

5. Is additional policy required to link NRP level MA guidance further with local and interagency efforts?

Note: This methodology is applicable to other areas beyond MA.

Point of Contact: Mr. John Nesler, JTF-CS/J4, (757) 788-6298

Priority: 2
Key Terms:  Integration, Capability Mapping, Doctrine, Organization, Training, material, Leadership and Education, Personnel, and Facilities (DOTMLPF), Mortuary Affairs, Efficient Employment .

5-26 Topic Title:  Collaboration Efforts between USNORTHCOM and State/Local Authorities

Question:  How can USNORTHCOM assist in streaming the processes (legal, funding, standardization) to improve information sharing capabilities with state and local authorities? 

Follow-up Question:  

1. Do the mechanisms exist to facilitate communication between NC and state/local authorities? 
2. What technologies needed/exist… 3 stovepipes: DOJ, DHS, DoD… inter- and intra-, barriers, mechanisms, … (legal) procedures, institutional culture and technologies 

Point of Contact: LTC Olin Kelley, N/NC J6, (719) 554-5271

Priority: 1
Key Terms:  collaboration, information sharing, privacy act

5-30 Topic Title:  Federal Role assisting, informing and improving Local Disaster Management Plans (i.e. testing, validating, and rehearsing) 

Question:  What is the appropriate federal role in testing, validating, and rehearsing regional and local disaster management plans?

Follow-up questions:  

1. Can DoD expertise in planning, exercise and experimentation be leveraged to assist, inform and improve regional and local planning?  

2. Does a single agency need to take the lead role and if so which agency?  What is USNORTHCOM’s role.  

3. If so, how can appropriate national context and response cells for state and local exercises be provided effectively and economically? 

4. What simulation or rehearsal tools would be needed? What existing lessons learned can be assembled and leveraged?

Point of Contact:  Dr. Cliff Hansen, N/NC ICF (719)554-8193

Priority: 3
Key Terms:  Catastrophic Incident Response, Disaster Management Planning, Constructive Simulation, Homeland Security, Homeland Defense, State Homeland Security Preparedness, Intergovernmental Relations

3-02 Topic Title : Centralized Interagency/DoD Command Center

Question: Does the United States need a Centralized Interagency/DoD Command Center?
Follow-up Questions:

1. What are the pros and cons of an centralized interagency/DoD command center, and how would it affect NORAD/USNORTHCOM? 

2. What should its structure be, what is its span of control, and what laws/rules must change to accommodate it?

3. Who would be in charge?
4. What will be the Command Center’s reach back capabilities and redundancies with other DoD and Interagency Command Centers? 
5. How can we avoid duplication of efforts?
6. Is it a center (physical) or a structure (organizational command structure)? 
·  Inventory of available Command and Control Centers

·  Conduct a ‘gap’ analysis and Identify needs

·  Operational Definitions are needed

POC: Col Steve Eddy, N/J35, 4-0840  

Priority:  1
Key Terms:  Inter-Agency Coordination, DoD Command Center

3-28 Topic Title:   DoD/Military Involvement in Civilian Law Enforcement Activities

Question: What are the implications of using NORTHCOM assets in a civil law enforcement role?

Follow-up Question:

1. Specifically consider statutory and regulatory authorities and restrictions such as the Posse Comitatus Act and the Patriot Act.

2. Identify possible civil liberty issues and  solution

3. Recommend roles and methods for employing military forces/resources to minimize objections to DoD involvement

4. Discuss the impact of civil law enforcement support on traditional military roles.     

1. POC:  William Furr, N-NC, IL, DSN: 692-4607 and Comm: 554-4607

Priority: 2
Key Terms: Posse Comitatus, Patriot Act, Civil Liberty

Medical TC "Medical" \f C \l "2" 
3-36 Topic Title:  Transnational Health Threat Assessment

Question: What potential health threats do border nations’ industrial 
 
 infrastructure pose to CONUS if they have catastrophic failure? 

Follow-up Question:

1. Identify industrial facilities located in border countries that contain/use toxic industrial chemicals or radiological materials (e.g., Chernobyl).

2. Describe the potential health threats associated with these materials

3. Use meteorological plume analysis to better understand/describe the threat potential.

4. Forecast casualties in catastrophic failure analysis. 

POC: LTC Scott Wright (N-NC/SG, N-NCSGO, 719-554-3912/DSN 692-3912)

Priority: 1

Key Terms:  toxic industrial chemicals, health hazards, meteorology, medical intelligence, industrial hazards, preventive medicine, mathematical modeling 

4-23 Topic Title : National Biosurveillance Integration System (NBIS)

Question: How best can US Northern Command integrate into the Homeland Security Presidential Directive (HSPD) mandated DHS National Biosurveillance Integration System?
Follow-up Questions:

1. Which computer systems/programs are adequate for integrating multiple, disparate data streams, both medical and non-medical? 

2. Which traditional and non-traditional data streams are vital to a functional NBIS?

3. Which non-medical data streams might be medically relevant to NBIS? 

4. Which near-term surveillance technologies should be aggressively funded to enhance homeland defense and homeland security surveillance capabilities?  
5. How best to train medical intelligence analysts? 

POC: Col Tony Rizzo, N/SGO, 4-0937  

Priority:  1
Key Terms:  Biosurveillance, Medical/Veteranarian Intelligence, Department of Homeland Security, Inter-Agency Effort, Training, Collection of Homeland Defense Information, HHS 

5-36 Topic Title:  Pandemic (i.e. Avian Bird Flu) 

Question:  What steps should be taken to prevent/mitigate/eradicate a potential pandemic in the continental United States?

Follow-up Questions:  

1. How might a pandemic affect DoD/Interagency interaction & coordination

2. What would be the best way to implement isolation/quarantine if DoD is asked to support enforcement?

3. How might mobility of emergency responders be affected by a pandemic—what are possible solutions/work-arounds?

4. How might a pandemic affect other emergency response procedures, and what are the possible solutions.

5. How might a pandemic affect other emergency response capabilities and what are the possible solutions

Point of Contact:  N-NC/SG

Priority: 2
Key Terms:  Emergency management, contagious diseases, epidemics, emergency      

                      response obstacles

Process Management TC "Process Management" \f C \l "2" 
3-25 Topic Title: Visualization for the Common Operational Picture    

Question: What are the “state of the art” methods to integrate intelligence threat information using GIS and GCCS? 

Follow-up Questions:

1. What are the optimal ways to depict a terrorist nexus (not tied to a specific geographic location)? 

2. What are the optimal ways to depict status of law enforcement investigations?
3. How can N/NC bridge information transfers across multiple security levels (best avenue to pursue – procedural or technological)? 

4. How can N/NC maintain GIS data sets locally or extract from a source when required?

5. What are recommended solutions around established programs (GCCS v3.X and  ESRI’s ArcView v8.3)? 

POC:  Douglas Knotts, N-NC/J2, J25R, DSN 692-9163 and 719-554-9163

Priority: 1
Key Terms: Global Command and Control System (GCCS), Geographic Information System (GIS), Commander’s Critical Intelligence Requirements, ArcView, National Geospatial-Intelligence Agency (NGA, formerly NIMA) 

5-21 Topic Title:  Understanding Risk Management 

Question: How can USNORTHCOM develop a more robust approach to risk management?

Follow-up Questions:  

1. What exactly does USNORTHCOM mean when it uses the term “risk”?

2. Is USNORTHCOM confusing risk with probability?

3. Does USNORTHCOM measure probability and/or magnitude of various scenarios/events?

4. How could USNORTHCOM or the federal government measure reaction to risks associated with event/scenario types?

5. How could USNORTHCOM prioritize its efforts according to risk or according to the citizenry’s reaction to risks? 

Point of Contact: CAPT Matt Feely, N/NC J4, (719) 554-0783

Priority: 3
Key Terms: Risk Analysis and Risk Management

Operations TC "Operations" \f C \l "2" 
Topic Title: Ground Based Ballistic Missile Defense (GMD)    

Question:  What are the Political Implications of employing GMD?
Follow-up Questions:  

1. If the US is attacked with an ICBM, what are the political considerations (international and domestic) of launching GMD in defense (reaction by Russia, china, etc. to a missile launch of our own; potential intercept debris; kill vehicle reentry if it misses)?  

2. What actions should the US take to mitigate or extenuate concerns? 

Point of Contact: LTC Bell, N/NC J5M, (719) 554-6855

Priority: 1

Key Terms:  GMD, Ballistic Missile Defense, ABM Treaty, Ground Based Ballistic Missile Defense 

Topic Title:  Unmanned Aerial Vehicles (UAV): Managing Risk for Use in the Interior United States

Question:  In a risk adverse society, what policies would enable broader and more effective use of Unmanned Aerial Vehicles (UAVs) in homeland security and homeland defense?

Follow-up question:  How can UAV risk in U.S. air space be mitigated? What policy barriers inhibit or prevent UAV use in U.S. air space?  How do interests of the private sector relate to this issue, particularly among those industries needing to survey or assess remote infrastructure, such as rail or pipeline assets?

Point of Contact:  Daniel Lloyd, Captain, USCG, N/NC ICL (719)554-8163

Priority: 3
Key Terms:   Unmanned Aerial Vehicles, Congressional Policy Development 
Topic Title: Use of Information Operations within CONUS

Question: What are the legal implications of using Information Operations with the CONUS?
Follow-up Questions:

1. In particular, what are the legal implications/constraints of using perception management and deception within the United States? 

2. As long as it is coordinated through the appropriate channels, what are the problems associated with its use?

3. What should be the DoD policy regarding its use?

POC: LTC Bill Townsend, N/NCJ39, 4-1413  

Priority:  Recommend to ‘table’ this question (‘currently being worked at the National Security Council)

Key Terms:  Information Operations, Perception Management, Deception

5-18 Topic Title: Interagency Reconnaissance Coordination   

Question:  Based on initial observations from Hurricane Katrina relief efforts, we need to improve the ability to coordinate Reconnaissance assets from both DoD and various interagency organizations (EPA, Civil Air Patrol, Canadian Border Patrol, etc). This will minimize redundant tasking of assets with similar capabilities and covering targets already covered by other assets.       

Follow-up Questions:

Point of Contact: Mr. Mike Tavik, N-NC/J22, 554-6992

Priority: 3
Key Terms:  Information Sharing, Interagency, and Reconnaissance.

Policy TC "Policy" \f C \l "2" 
3-35 Topic Title: Developing a National Logistics Strategy

Question: How should USNORTHCOM approach development of a National Logistics Strategy?

Follow-up Questions:
1. Recommended plans, agreements and relationships among the many potential federal and state-level logistics providers in an emergency response/DSCA situation?
2. Research federal and state logistics capabilities defined by Joint Pub 4.0.

3. Identify the federal and state participants/agencies and capabilities.

POC:  COL William Bayles, N/NC J4, 4-1682

Priority:1
Key Terms:  Emergency Response, Disaster Relief, Logistics, Emergency Support Function (ESF) 

4-13 Topic Title: Public Diplomacy, Public Affairs
Question:  How does the US Government convey a coordinated message to inform the public to deal with HLS/HLD situations? 

Follow-up Questions:  

1. How do we best integrate Public Diplomacy, Public Affairs, and the medial?

2. How does the DoD synchronize with DHS and other agencies?

3. How should DoD train and educate its personnel to accomplish synchronization?

Point of Contact: Mr. Toth, NC J5, (719) 554-7901

Priority: 2
Key Terms:  Strategic communications, diplomacy, PA, IO

5-08 Topic Title: Spectrum Bandwidth Expansion   

Question:  How can we remove the barriers to communication between DoD, non-DoD, Federal, and First Responders within the NC Are of Responsibility (AOR)?   

Follow-up Questions:  

1. What are the protocols, procedures, and technologies available to rapidly re-allocate DoD and civilian bandwidth in support of response and recovery operations2. What national communication interoperability and compatibility standards need to be established?   

2. How should these standards be implemented and enforced?

3. Which established policies and procedures need to be addressed to remove these barriers?

4. What technology exists to support the initiative?

Point of Contact: Maj Dave Mott, N/NC J8, (719) 554-4439

Priority: 3
Key Terms:  Communications barriers, spectrum management

Maritime Security TC "Maritime Security" \f C \l "2" 
3-23 Topic Title: Maritime Security Policy
Question: What are the Maritime Security Policy Issues for NORAD/USNORTHCOM?

Follow-up Question:

1. How do we create a situation awareness capability similar to our current air picture?

2. How do we secure our sea lanes?

3. Is requiring a sea “flight plan” a suitable solution?

4. What are the implications of this approach and what other alternatives might work better?

5. How do we promote information-sharing in the maritime realm?

POC: Mr. Mal Johnson, N/NC IC Futures Group, (719) 554-8042

Priority: 1
Key Terms: 
Threat TC "Threat" \f C \l "2" 
3-12 Topic Title: Intelligence fusion between Canada, the United States and Mexico.

Question: What should the intelligence fusion capability between Canada, the United States and Mexico look like?

Follow-up Questions:

1. Evaluate the synergies could be obtained from an air, maritime, land, and law enforcement “information fusion center” that is not only bi-national, but encompasses partners from all of North America. 

2. Ascertain the impact of legal and/or constitutional restraints upon this initiative by each nation.

· Evaluate the role of Information Technology in support of Intelligence/Information fusion.

· Is there a National will to share all-domain information with Mexico and Canada?

· Explore political and legal Issues.

POC: Dr. Biff Baker, Bi-National Planning Group, BPG, 719-554-7614

Priority: 1
Key Terms: Canada, Mexico, United States, Intelligence Fusion

3-21 Topic Title: Ground Based Ballistic Missile Defense (GMD)    

Question:  What are the Political Implications of employing GMD?
Follow-up Questions:  

1. If the US is attacked with an ICBM, what are the political considerations (international and domestic) of launching GMD in defense (reaction by Russia, china, etc. to a missile launch of our own; potential intercept debris; kill vehicle reentry if it misses)?  

2. What actions should the US take to mitigate or extenuate concerns? 

Point of Contact: LTC Bell, N/NC J5M, (719) 554-6855

Priority: 1

Key Terms:  GMD, Ballistic Missile Defense, ABM Treaty, Ground Based Ballistic Missile Defense 

4-02 Topic Title: Technology Threats and Countermeasures    

Question:  What existing and emerging technologies and capabilities will significantly threaten North America and what emerging technologies offer the greatest opportunity to counter terrorist threats? 
Follow-up Questions:
Point of Contact: CAPT Hibbert, NC J52, (719) 554-1097

Priority: 1

Key Terms:  technology threats

4-34 Topic Title: Interrelated Threats to Homeland Security    

Question:  How are the current and potential threats to homeland security interrelated (i.e. international terrorism, domestic terrorism, drugs, illegal immigration, arms trafficking, etc.)?    

Follow-up Questions:  

1. What are the current and potential future relationships between the various threats to homeland security?

2. What potential effects would result from the combination of these threats?

3. What modeling and simulation is available to assist NORAD/NORTHCOM in producing their Operational Net Assessment?     

Point of Contact: LTC Todd Chamberlain, N/NC WO, (703) 695-4579

Priority: 1
Key Terms:  Homeland Security Threats, modeling and simulation

5-28 Topic Title:  Tunnel Detection and Closure Techniques 

Question: What technology exists that can be applied to the detection and closure of tunnels?

Follow-up Questions: 

1. What remote sensing technology exists / is under development that can detect tunnels?

2. What mechanical technology exists / is under development that can detect tunnels?

3. What technology exists / is under development that can be applied to closing/sealing/blocking a tunnel with minimal collateral effects / damage? 

Point of Contact:  LTC Chris Hupp JTF-N   DSN 978-8655
Priority:   1
Key Terms: Tunnel detection, remote sensing, non-lethal, remote imaging, 

5-29 Topic Title: The United States oil storage, distribution, and refining infrastructure appears to be a vulnerable center of gravity   

Question:  Would a greater de-centralization of oil storage, distribution, and refining assets lessen the impact of natural disasters or terrorist attacks and improve response and recovery operations?

Follow-up Questions:  

1. Is the oil processing infrastructure in the US so highly concentrated in a few large nodes that a terrorist attack or a natural disaster could temporarily stop the lifeblood of the nation?

2. Would the improvements to national security and public safety be worth paying to have many more geographically separated nodes in the oil infrastructure?

3. What would a better infrastructure look like to deter a crippling terrorist attack or natural disaster and better serve the public and national security communities?

4. How can we engage the private sector (producers and suppliers) and include professional organizations (IEEE, ACS, API)?

5. What would be the impact of decentralization (environmental, security, NIMBY, political, economic)?

6. What other sectors are subject to similar vulnerabilities (i.e. banking, information, medical)? 

Point of Contact: Mr. Pete Puhek, N/NC AN, (719) 554-0788

Priority: 1
Key Terms:  N /NC Critical Infrastructure, Deterrence, Crisis Response, Prevention

5-02 Topic Title: Understanding and Emulating the Terrorist Paradigm

Question: How can an analyst achieve a temporal paradigm shift such that he can emulate the situational perceptions, ideology and decision-making of organizations like Sunni extremist groups?

Follow-up Questions:

1. What is the Sunni extremist paradigm as it relates to operational activity (attack planning) in the West?

2. How can terrorist paradigms be infused into a “Red Team” of diverse analysts such that, for example, the team is able to emulate the decision-making of a Sunni extremist planning cell in the United States.

3. How can this infusion process take place in a conference room setting, given multimedia equipment and/or other instructional/sensitization materials?

4. Given only 4, 8, or 16 hours for instruction/sensitization, what data should be introduced and how should it be presented to maximize the effectiveness of the infusion process?

Point of Contact: Mr. Rob Cordray, N-NC J22AV, (719) 554-8640

Priority: 2
Key Terms: Terrorism, Threat Analysis, Red Teaming, Cultural Intelligence, Ethnography, Cultural Anthropology, Psychology  
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